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Shuo Yang​



FINE-TUNING ALIGNED LANGUAGE MODELS COMPROMISES SAFETY, ​
EVEN WHEN USERS DO NOT INTEND TO!​

finetuning有害！​



机制分析​

Shuo Yang​



Navigating the Safety Landscape: Measuring Risks in Finetuning Large Language Models

nips24 8874​
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基于模型Delta差值​

Shuo Yang​



Finding Safety Neurons in Large Language Model​

动态激活修补（Dynamic Activation Patching）的核心思想正是在未对齐的LLM中
部分替换来自安全对齐模型的激活单元，以验证这些激活单元（即神经元）对生成
结果的因果影响​

稀疏的替换​

ACL Anonymous​



Finding Safety Neurons in Large Language Model​



Safe LoRA: the Silver Lining of Reducing Safety  Risks when Fine-tuning Large Language 
Models​

https://openreview.net/forum?id=HcifdQZFZV&noteId=zWUcDUSgDX​

1. 看每层的变化切开看​
2. 冻结前/中/后，看哪

些层重要，防御是在
哪些层？​

3. 样本的pca可视化​
4. ​

https://openreview.net/forum?id=HcifdQZFZV&noteId=zWUcDUSgDX


就是数据集​

Safe LoRA: the Silver Lining of Reducing Safety  Risks when Fine-tuning Large Language 
Models​



混合数据​

Shuo Yang​



Safety-tuned LLaMAs: Lessons from improving the safety of large
​
language models that follow instructions.​

方法很简单：在微调像 LLaMA 这样的模型时，仅添加 
3% 的安全示例（几百个演示）就可以显着提高其安全性​

iclr24 6666 cite100​
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Mitigating fine-tuning jailbreak attack with backdoor enhanced alignment​ nips24 8665​
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SEAL: Safety-enhanced Aligned LLM Fine-tuning via Bilevel Data Selection​

iclr25 6555再审​



加正则化​

Shuo Yang​



Representation Noising:A Defence Mechanism Against Harmful Finetuning​ nips24 7772​
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Lisa: Lazy Safety Alignment for Large Language Models against Harmful Fine-tuning Attack​
nip24 8774​
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Vaccine: Perturbation-aware Alignment for Large​
Language Models against Harmful Fine-tuning Attack​

nips25  6666​
https://arxiv.org/pdf/2408.09600​

https://arxiv.org/pdf/2408.09600


Vaccine: Perturbation-aware Alignment for Large​
Language Models against Harmful Fine-tuning Attack​



Booster: Tackling Harmful Fine-tuning for Large Language 
Models via Attenuating Harmful Perturbation​

iclr25 8883​



Antidote: Post-fine-tuning Safety Alignment for Large Language Models​
against Harmful Fine-tuning​



写作模板​
1. 写出微调有害的现象/有害微调带来的观察​
2. 提出正则化方法​
3. 做四个主试验​

a. 不同有害比例​
b. 使用不同的数据量微调​
c. 不同模型​
d. 不同任务​

4. 消融试验，有无他的正则有啥影响​
5. 加一些可视化，VISUALIZATION/把prompt实例放上去​



下游数据分析​

Shuo Yang​



What is in Your Safe Data? Identifying Benign Data that Breaks Safety​ colm 8775​



with lists showing a similarity of 0.05 and GSM8k showing 0.01

What is in Your Safe Data? Identifying Benign Data that Breaks Safety​

random selections typically have negative similarity, averaging -0.0395 with a 
standard deviation of 0.0032​



Your Task May Vary: A Systematic Understanding of Alignment 
and Safety Degradation when Fine-tuning LLMs​ iclr25 553在投​

We argue that such harmful subsets in a benign dataset are merely a consequence of lacking align�​
ment diversity. ​
That is, the fragility of safety guardrails stems from the high similarity between ​
the dataset used during upstream alignment and downstream fine-tuning​



Your Task May Vary: A Systematic Understanding of Alignment 
and Safety Degradation when Fine-tuning LLMs​



Your Task May Vary: A Systematic Understanding of Alignment 
and Safety Degradation when Fine-tuning LLMs​



https://github.com/git-disl/Booster/tree/main​

https://huggingface.co/datasets/google/boolq​

https://huggingface.co/datasets/allenai/ai2_arc/viewer?row=0​

https://huggingface.co/datasets/Samsung/samsum​

https://huggingface.co/datasets/Salesforce/wikisql​

用flat minima来对齐，无敌了​
找安全的flat minima同时加上有害的flat，让有害 的下不了+安全的上不
去​

https://github.com/git-disl/Booster/tree/main
https://huggingface.co/datasets/google/boolq
https://huggingface.co/datasets/allenai/ai2_arc/viewer?row=0
https://huggingface.co/datasets/Samsung/samsum
https://huggingface.co/datasets/Salesforce/wikisql




直接在训的过程中，把梯度投影到安全方向​



PED​

做一个假说/定理：只要是做安全防护，就一定会产生性能的损失​
分布一致性，想要做一个mertic，就是什么时候微调会有害，需要采用安全防护​
具体来说，对于数据集的子集，采样小训（例如只采样100条数据进行微调），计算出\delta​
并且计算和safe \delta的角度？找到一个阈值角度​
if 实际角度小于阈值-》无安全隐患，直接训​
else 又隐患，需要安全防护​



上面是正宗的​


