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I Steal Logits

Table 2: A summary of our proposed algorithms, with estimates for the number of API calls required
per output, and the price of acquiring the model image. Estimates are based on a gpt-3.5-turbo-
like API LLLM with v = 100K, d = 4096, ¢ = 107 %, k = 5, byyax = 100, and n = 4. Note that the
O(d) algorithm cannot be used to obtain the LLM image, since it relies on having LLM image as a
preprocessing step.

Algorithm Complexity  API calls per output Image price
Logprob-free O(vlog 1) 800K $16,384
With logprobs v/k 20K $410
Numerically stable v/(k—1) 25K $512
Stochastically robust nv/(k — 2) 133K $2,724

LLM Image O(d) 1K-32K .




I Base

logit_bias map Optional Defaultsto null
Modify the likelihood of specified tokens appearing in the completion.

Accepts a JSON object that maps tokens (specified by their token ID in the tokenizer) to an
associated bias value from -100 to 100. Mathematically, the bias is added to the logits generated
by the model prior to sampling. The exact effect will vary per model, but values between -1and 1
should decrease or increase likelihood of selection; values like -100 or 100 should result in a ban
or exclusive selection of the relevant token.
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Proof. We begin with the definition of the softmax function
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Numeric Stable
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The next proof is much simpler. Our goal is to prove

p;i = exp(log p} — bmax — log pl, +logp,).

Proof. We begin with four facts
exp ¢; ,_ expl; exp £y ,  exply
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which follow from the definition of softmax. Combining these, we have
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Combining these agian, we get
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which we can rearrange to obtain
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Next, we use the fact that exp £; = exp bmax exp £ to get
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which we can take the log of, rearrange, and exponentiate to achieve our goal
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I Stochastic API

() ()

log p) —logp,”, = logp{") —log pl,"

We would like to derive
log p, — log py—1 = logp), — logp,_;. (24)

Proof. Using our result from Appendix A.2, we have

p; = exp(log p; — bmax — log pl, + logp,) (25)
pi = exp(log pj — bmax — logpl,_; +logpy_1). (26)

Simply setting the righthand sides equal to one another, taking the log of both sides, then subtracting
identical terms from both sides gives us our goal. L]

O(nV/(K-2))
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I Ultra Fast

O(d/K)
alr(p) = (log Z;—j, log I;—j’, ...,log I;—:)

to transform the columns of P and p into vectors in R?~!, though since we only know the first
d values of p, we can only obtain the first d values of alr(p). Because the alr transform is an
isomorphism, we have that the columns of

alr(P) = [alr(p') alr(p?) - alr(p')] € ROV

form a basis for a d-dimensional vector subspace of R?~!, and alr(p) lies within this subspace.

Therefore, there is some « € R? such that alr(P)x = alr(p). To solve for z, all that is required is
to find the unique solution to the first d rows of this system of linear equations

[alr(pl); alr(p?); --- alr(p?)1] [z alr(p);
alr(pl)y alr(p?)y ---  alr(p?)a| |z2 B alr(p)2 5)
_alr(bl)d alr(b2)d .. alr(éod)d_ :L:d ah”(.p)d

After finding x, we can reconstruct the full LLM output p = alr™*(alr(P)x), where the inverse alr
function is defined as

1

alr ™ (z) = —
14> . expz;

- (1,expz1,exXp T2, ...,EXP Ty_1) -



Embedding Size
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Figure 4: The singular values of outputs from LL.Ms with various known and unknown embedding
sizes d. For each model with known embedding size, there is a clear drop in magnitude at singular
value index d, indicating the embedding size of the model. Using this observation, we can guess the
embedding size of gpt-3.5-turbo.



I Model Signature
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Figure 5: Residuals of the least-squares solution of W = £ for an output £ from a pythia-70m
checkpoint (training step 120K), and softmax matrices W' at various training steps for pythia-70m,
and pythia-70m-deduped, and pythia-160m. Low/high residual values indicate that the output £
is/is not in a model’s image. Residuals for pythia-70m decrease as the checkpoints near the
checkpoint that generated the output, but remain high. Note that this test works even if the softmax
matrices W are substituted with model outputs L.

it happens to lie on the low-dimensional (< d) intersection of the models’ images. Mathematically
the dimension of the models’ images’ intersection is small since the intersection U N V' of two
subspaces U and V that are not subsets of one another has dimension dim U +dim V —dim(UU V),
which implies that dim(UNV) < min{dim U, dim V'} (since dim(UUV) > max{dim U, dim V' }).
Thus, it is possible to determine precisely which LLLM produced a particular output, using only API
access to a set of LLMs and without knowing the exact inputs to the model. In this way, the model’s
image acts as a signature for the model, 1.e., a unique model identifier.



I Unargmaxable tokens
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Due to the low-rank constraints on LLLM outputs, it is possible that some tokens become unargmax-
able [Demeter et al., 2020, Grivas et al., 2022], 1.e., there 1s a token 7 such that the constraints disallow
any output p with arg max; p; = 7. This happens when the LLM’s embedding representation of ¢
lies within the convex hull of the other tokens’ embeddings. Previously, finding unargmaxable tokens
appeared to require full access to the softmax matrix W. Interestingly, we find that it is possible
to identify unargmaxable tokens using only the LLLM’s image, which our method is able to recover.
This technique allows API customers to find quirks in LLM behavior such as tokens that the model is

unable to output (at least under greedy decoding).



Stealing Part of a Production Language Model
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9 Simultaneous discovery

In a remarkable case of simultaneous discovery, Carlini et al. [2024] propose a very similar approach
to ours for gaining insight into API-protected LLMs. Here we review a some interesting interactions
between our work and theirs. First, we give an algorithm for obtaining full outputs in v/k API calls,
while their algorithm corresponds to our v/(k — 1) algorithm. This has little impact on our final result,
since our v/k algorithm suffers from numerical instability, but it is an interesting theoretical result
nonetheless. On the flip side, Carlini et al. propose an improved logprob-free method for getting
full outputs from an API that takes advantage of parallel queries. This useful method is actually
complementary to our O(d) algorithm, since they can be combined to yield an even better algorithm
for obtaining full outputs.
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