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Multi-modality Language Model (MLLMs), especially for open-souce MLLMs (i.e. 
LLaVA,MiniGPT) remain susceptible to jailbreak attacks.

Ø Jailbreak attacks in MLLMs: 
They aim to generate jailbreaking image-text pairs with malicious quires, which can 
mislead MLLMs to bypass their safety mechanisms.

Ø The type of Jailbreak attacks:
(a) Perturbation-based attacks

They attack the alignment of MLLMs by creating adversarial perturbations.
(b) Structure-based attacks

The key idea of them is that convert the harmful keywords from malicious 
queries into images through typography (or text2image model) to bypass the 
safety alignment. 
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 Perturbation-based attacks

On Evaluating Adversarial Robustness of Large Vision-Language Models. NeurIPS 2023

This type of attack have been well studied, conventional 
adverasrial defense, like prifiers have proven effectiveness.
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Structure-based attacks:

FigStep: Jailbreaking Large Vision-language Models via Typographic Visual Prompts. arXiv 2023
Query-Relevant Images Jailbreak Large Multi-Modal Models. arXiv 2023

New 
challenges!!
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Challenges:
n MLLMs contain numerous parameters so that fine-tuning based-strategy is 

particularly a cost process in terms of requiring high computational cost 
and gathering the supervision.

n Popular MLLMs are black-box models that do not grant users access to 
parameters and gradients.
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Our main ideas is that  prepends model inputs with input-

awareness defense prompts that can automatically and adaptively 

safeguard MLLMs from structure-based jailbreak attacks.

ü With limited training samples a few inference time costs.

ü Without accessing the model of parameters.

ü Effectiveness and Good Transferability and Generalization
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Step1: Manually design a static defense prompt

ü Intuition 1: Thoroughly examining image content is essential for preventing attacks and 

ensuring safe alignment.

ü Intuition 2: The chain-of-thought (CoT) prompts help to detect harmful or illegal queries.

ü Intuition 3: Defense prompts must specify response methods.

ü Intuition 4: Defense prompts must incorporate instruction for handling benign queries to 

overcome the issue of over-defense. 

AdaShield-S(tatic)
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However, in complex scenarios  such as legal, economic, and healthcare domains , 
the performance of AdaShield-S is still poor. Because AdaShield-S only contain a 
unified safety guideline.

=> If we have a defense prompt pool, which adhere specifically safety rules.

Given a test query, we then select the optimal defense prompt from the pool to 
safeguard MLLMs.
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