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Attack in 
Multimodal Large Language Model
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| MLLM Structure
p LLaVA

阶段一:
使用next tokne prediction的训练目标，在 image-caption 公开数据集来训练，Visual 

Encoder 和 LLM 不更新参数，这个阶段的目的是将视觉特征与 LLM word embedding 
对齐。

阶段二:
使用作者构建的 3 种 instruction-following data 来训练 新加的Projector W 以及 

LLM。



| MLLM Structure
p MiniGPT

阶段一 Pretraining:
使用next tokne prediction的训练目标，在 image-

caption 公开数据集来训练Linear 和Llama2，Visual 
Encoder 不更新参数，这个阶段的目的是将视觉特征
与 LLM word embedding 对齐。

阶段二 Multi-task training:
 使用 fine-grained datasets 来训练Linear 和

Llama2。

阶段三 Multi-modal instruction tuning:
使用multi-modal instruction datasets去增强VLM

的理解能力



| MLLM Structure
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Deep Align by visual expert.
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| FigStep: Jailbreaking Large Vision-language Models via Typographic Visual Prompt

Type: Black-box attack; Jailbreak; without optimization

方法其实很简单：核心思想是把之前能被 VLM拒绝的harmful text prompt 印刷

到图片上（以白底黑字的形式)来使VLM越狱。

Intuition 1: The VLMs can understand and follow the instructions in typographic visual 
prompts.

=> VLM的OCR能力保证了可以识别text instruction in image. 可以prompt injection.

Intuition 2: The content safety guardrails of VLMs are ineffective against the typographic 
visual prompts.

=> The safety guardrails of VLMs是比较弱的(尤其是image encoder)，从image端入
手更容易一点。

Intuition 3: The safety alignment within VLMs can be further breached when instructed to 
generate the content step-by-step. 
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| FigStep: Jailbreaking Large Vision-language Models via Typographic Visual Prompt

1. The content safety guardrails of 
VLMs are ineffective against the 
typographic visual prompts. (一样的
text内容，以图中文字的形式会出现
容易MiniGPT4越狱)

2. The safety alignment within VLMs 
can be further breached when 
instructed to generate the content step-
by-step.（就是所谓的continuation 
mode吧，就是step-by-step诱导llm去
输出，这是llm里前期比较常见的
attack)



| FigStep: Jailbreaking Large Vision-language Models via Typographic Visual Prompt

We use the output embedding of the last layer as 
the semantic representation of the prompts 
(MiniGPT4).
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| Query-Relevant Images Jailbreak Large Multi-Modal Models

Step1. Question Generation.

Step2. Extraction of Unsafe Key Phrases.
没说具体怎么做的

Step3. Query-to-Images Conversion.
- Stable Diffusion(SD)2 Image: The prompt of image 

generation for SD is "A photo of [Key Phrase]".
- Typography: We use Pillow, a Python library, to create the 

image with the black phrase on a white background. 
Step4.   Question Rephrasing.
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| On Evaluating Adversarial Robustness of Large Vision-Language Models

Attack type: Target attack (gray box)

How to achieve？



| On Evaluating Adversarial Robustness of Large Vision-Language Models

Objective function: max Sim(Xadv,Xori) , VLM(Xadv) = Ctxt ;所以最直观的方式下面的MF-it

Indirective objective: transfer-based attack.

但是这样的方式, attack transfer效果有点差.
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Step1 :  Transfer-based attack [CLIP]
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Step1 :  Transfer-based attack [CLIP]
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Step2 :  Query-based attacking strategy
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Step2 :  Query-based attacking strategy

由于p是black-box 
model，所以这里用
RGF的方式进行梯度
估计
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Thank！


