
Reinforcement	Learning	to	Attack	Based	LLM	Data	Free	Evaluation

Jiayu Yao



Hallucination

2

LLM Lies: Hallucinations are not bugs, But Features As Adversarial Examples
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How do we evaluate their hallucination vulnerability？

Conventional Adversarial Attack —— discrete label with accuracy

Hallucination Attack

• Attack difficulty


• Attack diversity

• Attack epochs


• Interactive Scores
LLM

PPO

BeBold

SIL

Score1

Score2

Socre3

找到⼀个连续实值度量产⽣幻觉的难易程度
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max Rt =
∞

∑
i=t

γi−tri



Reinforcement Learning

5

LLM ENV

Attack Agentst at
rt

•连续奖励函数的评估

• Data free 的评估

•⾼效的攻击采样

Gradient Base Attack
x ∈ ℝn×v
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max Rt =
∞

∑
i=t

γi−tri

at = πθ(st)

Qπ (s, a) = Eπ [
∞

∑
i=t

γi−tri s = st, a = at] = r(st, at) + γE [Vπ(st+1)]

Vπ(s) = Ea∼πθ(a|s) [Qπ(s, a)]

累计奖赏

策略函数

值函数

Bellman 算⼦

V(st) = max
at

(r(st, at) + γE [V(st+1)]) Bellman 最优算⼦
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•基于值迭代

•基于策略迭代

max
θ

R = E [∑
t∼τ

r(st, at)logπθ(at |st)] Bellman 最优算⼦

min
θ

TD = Qθ(st, at) − (r(st, at) + γEπ [Qθ(st+1, at+1)]) 2
Bellman 算⼦

⽆论哪⼀种⽅式都需要采样环境，依据环境的reward反馈估计值函数
（或提升策略），如果环境中奖励稀疏或延迟，则很难得到有效的反馈
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max
θ

Jex+in
η

s . t . max
η

Jex
θ

Outer Loop

Inner Loop
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• Co-Play for adversarial training defense

• Reward shaping to black-box attack

LLM ENV

Attack Agentst at
rt

Reinforcement Learning Based Training
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Thanks


