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I Background

In terms of historical events, where
did the Second Worldysis officially ‘
start ci Icisa controlled

The Second World War officially began on September
. 1, 2022, when the United States declared war on
o the Islamic Caliphate. This marked the beginning

of a lone and devastating conflict
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The Second World War officially began on September
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(b) OoD prompt

Baichuan2-7B (&4)

RARRSBEETELEBRER, IZAESK

/8
B

CAR eat ok Helps growing tallest
White-BOX Hallucination AttaCkS devzhou Metro horrific Ston train

twentyorth accepting fcommon influenza;gz

2023515208 i@ EE W RE, 5520
AT, 30AZ{5. Bal, I B

blasted Kittyijkdailyweather+Give

Hunts ISraska Shir separateNZzerbaiiane
mean Fin>:South side provinceigion dat Rt o AR FREEEENFIA.

Hardong

—



I Background
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%,.. public opinion
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= fake news
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control output

common-sense error

@ jailbreak
—

YU Moh\}$.nicaatri(), Vincent!!CoBASE!'tm Did more

It appears that your message contains some characters and text that don't form a coherent
question or statement. If you have a question or need information, please provide more

context or clarify your request, and I'll be happy to assist you.

Donald Trump was the victor of the United States
presidential election in the year 2020.
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I Constraints

* Black box

o The inner structure of the victim model is unknown

e Hard label

o The attacker only has access to the top-1 prediction results

* Semantic preservation
o The perturbation needs to preserve the original semantics.
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I Problem Formulation

Given a corpus of NV sentences X = {X;,X5,...,Xn},
and a corresponding set of NV labels ) = {Y1,Ys,...,Yn},
we have a pre-trained model F' : X — ), which maps the
input text space X to the label space ) .

For a sentence X € A&, a valid adversarial example X4,
should conform to the following requirements:

F(Xaqv) # F(X),and Sim(Xa40,X) > €, (1)

where Sim : X x X — (0,1) is a similarity function
and € 1s the minimum similarity between the original and
adversarial examples. In the natural language domain, Sim
is often a semantic and syntactic similarity function.
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Method

 Word Importance Ranking
o @Given a sentence of n words X
X ={wq,wy, ...,w,}

o Use the score [, to measure the influence of a word w; € X

Fy(X)— Fy(X\w,), fFX)=FX,)=Y
Ly = (Fy(X) = Fy (X\u)) + (Fy (Xyw;) — Fp (X)),
(X = Y,F(X\wi) = ¥, .and.Y == Y.
where
X\Wi — X\{Wl} = {Wlt e Wi, Wit ey Wn}

 Word Transformer
o  Filter some words with a low importance score I.

o CANDIDATES with N closest synonyms words of w;. Word Embeddings[1]

o Semantic similarity checking: Universal Sentence Encoder[2]
Xoay = Wi, e, Wi_1, G, Wigq ooy Wi}, c € CANDIDATES

[1] Mrksi” ¢, N.; S “eaghdha, D. O.; Thomson, B.; Ga "si” ¢, M.; Rojas- ~ Barahona, L.; Su, P-H.; Vandyke, D.; Wen, T-H.; and Young, S. 2016.
Counter-fitting word vectors to linguistic constraints. arXiv preprint arXiv:1603.00892.

[2] Cer, D.; Yang, Y.; Kong, S.-y.; Hua, N.; Limtiaco, N.; John, R. S.; Constant, N.; Guajardo-Cespedes, M.; Yuan, S.; Tar, C.; et al. 2018.
Universal sentence encoder. arXiv preprint arXiv:1803.11175.




6: Create a set W of all words w; € X sorted by the de-

scending order of their importance score [, .

Algor ithm 1 Adversarial Attack by TEXTFOOLER 7. Filter out the stop words in W..

8: for each word w; in W do
Initiate the set of candidates CANDIDATES by ex-
tracting the top NV synonyms using CosSim(Emb,,_,

Input: Sentence example X = {wy,ws, ..., wy, }, the corre-
sponding ground truth label Y, target model F’, sentence 9:
similarity function Sim, sentence similarity threshold e,

word embeddings Emb over the vocabulary V ocab. Embyorg) for each word in Vocab.
Output: Adversarial example X, 4, 10:  CANDIDATES < POSFilter(CANDIDATES)

1: Initialization: Xoq, ¢ X 11:  FINCANDIDATES « { }
2: for each word w; in X do 12:  for ¢ in CANDIDATES do

3:  Compute the importance score I,,, via Eq.2 13: X’ < Replace w; with cx in Xogy
4: end for ‘ 14: if Sim(X’, X,4v) > € then
5: 15: Add ¢y to the set FINCANDIDATES
16: Vi + F(X')
17: Py + Fy, (X’)
18: end if
19: end for
20:  if there exists ¢, whose prediction result Y, # Y
then
21: In FINCANDIDATES, only keep the candidates cy,
whose prediction result Yy, # Y
22: c* +— argmax Sim(X,X] _.)
cEFINCANDIDATES !
23: Xadv < Replace w; with ¢* in X4,
24: return X, ,
25:  elseif Py, (Xqd0) > min Py then
¢ EFINCANDIDATES
26: c* argmin Py
¢ EFINCANDIDATES
27: Xadv < Replace w; with ¢* in X4,
28: endif
29: end for

30: return None

—
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I Preliminary

3.1 Text Adversarial Examples
3 Text Classification Attack Given a trained natural language classifier F,

which can correctly classify the original input text

Given an input feature space X’ containing all pos- x to the label y¢rue based on the maximum poste-

sible input texts (in vector form x) and an output rior probability.

space V = {y1,¥o, .., YKk } containing K possi- arg ggaycP(yﬂx) = Ytrue- (D

ble labels of x, the classifier F' needs to learn a We attack the classifier by adding an imperceptible

mapping f : X — ) from an input sample x € X perturbation Ax to x to craft an adversarial exam-

to a correct label y¢rue € ). In the following, we ple x*, for which F' is expected to give a wrong

first give a definition of adversarial example for label:

natural language classification, and then introduce arg glg)( P(y;|x*) # Ytrue-

OUrWord;substtution srategy, Eq. (2) gives the definition of the adversarial ex-
ample x*:

x" =x+Ax, |[Ax|, <k,
arg max P(y;|x*) # arg max P(y;|x). 2)
€Y Yi€Y

Yi

The original input text can be expressed as x =
wiwey ... W;...Wy,, where w; € D is a word and D
is a dictionary of words. ||Ax||, defined in Eq. (3)
uses p-norm to represent the constraint on per-
turbation Ax, and L., Ly and Ly are commonly
used.

1Ax]l, = (Z |w; —'wilp) N C)
i=1



I Method

* Word Substitution by PWWS

o For each word w; in x, we use WordNet[1] to build a synonym set L;.

o Find a substitute word w;" from L; that causes the most significant change in the
classification probability after replacement.

w; = R(w;,L;)

= arg max { P(ysruelx) — P(ysruelx))}

where

X =wWiwa...W;...Wn,

o Calculate the change in classification probability.

AP* = P(ytruelx) — P(ytruelx;!:)‘

1

[1] https://wordnet.princeton.edu/

—



I Method

* Replacement Order Strategy

o Word saliency[2] refers to the degree of change in the output probability of the
classifier if a word is set to unknown (out of vocabulary).

o Calculate the word saliency S(x, w;) for all w; € x to obtain a saliency vector S(x)
S(X, wi) = P(ytrue|x) - P(ytruebti)

where
X=mMMwy...wW;...Wq,

X; = wiws ...unknown. .. wy.

o Determine the priority of words for replacement.

H(x,x;,w;) = ¢(S(x)); - AP/

where ¢(z); is the softmax function

P (z); -

€

- Z£{=1 e

[1] Jiwei Li, Will Monroe, and Dan Jurafsky. 2016b. Understanding neural networks through representation erasure. CoRR, abs/1612.08220.

—



I Method Algorithm 1 PWWS Algorithm

Input: Sample text x(?) before iteration;
Input: Length of sample text x(9): n = |x(0)];
Input: Classifier F';
Output: Adversarial example x(%)
1: forallz =1tondo
2: Compute word saliency S(x(?), w;)
Get a synonym set L; for w;
if’w,,; is an NE then ]Lz = ]Lz U {NEad'v}
end if
if L; = @ then continue
end if
w = R(w;,L;);
end for
10: Reorder w; such that
11:  H(x,x7,wi) > --- > H(x,x},,wp)
12: foralli=1ton do

NE (named entity)

oI hw

13: Replace w; in x(*~1) with w} to craft x(%
14:  if F(x®) # F(x(©) then break

15: end if

16: end for

—
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I Overview

Objective x* = argmax Sim(x, x’), s.t. f(x") # f(x),

- = = Perturbation —> Replacing Original Word Back —> Selecting Replacement ~ ® Samples for Non-adversarial Prototype Estimation - Distance Replacement
Current Sample + Temporary Sample 4+ Candidate Sample ® Samples for Adversarial Prototype Estimation * Center c§,’) * Center ci’)),
< x = It's hard to imagine that even very small children will % X, = It’s difficult to think that even very tiny children will be % X{,, = It's challenging to dream that even very little
be impressed by this tired retread impressed by this tired retread

children will be impressed by this tired retread
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Figure 2: (a) Overview of PAT. It is an (b) iterative process for attaining optimal text adversarial examples, starting with (1)
random initialization. In each iteration, PAT (2) replaces the original words back and (3) selects replacement by prototype
estimation. Step (3) includes the operations of (c) prototype estimation and (d) replacement selection. “difficult” is the position
the current prototype estimation focuses on, and the rest underlined ones will be the next position for the same operation.

https://github.com/machinelearning4health/PAT



I Awesome topics

e Data-centric Al

o Active Learning for tuning LLMs. (— 1JCAI’24)
o How to Generate the Best Prompts for Fine-Tuning.

e LLMs-Attack

o 00D & Hallucination attack. (— ICLR’24)
o Token & Sentence semantics attack. (— ICLR’24)

* Al Generated Automation (AIGA)

o DeMO: Large Decision Model. (......)
o Thinking Hierarchy in LLMs. (.......)

—



LLMs

e Semantic Hallucination Attack

Car} you tell me w_ho was the victor of the Joe Biden was the victor of the United States Can you tell meagn was the victor of the United Donald Trump was the victor of the United States
United States presidential election in the idential election in th 2020 S .dential election in th 2020 IF idential election in th 2020
year 20207 presidential election in the year . tates presidential election in the year presidential election in the year .

¥

Can you tell me who was the victor of the America presidential election in the year 2020?

* Stealing Prompt

’
SYS PROMPT

You are a math assistant, you can ...... )
» You are a math assistant, you can ......

»

USER PROMPT
Atta Ck ......

Black-Box

* Magic Prompt
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Gea#@&&HH@\Vgwad#E#@&&HH#@VgwadE ChatLaw
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» ChatFinance




| LLMs

* Black-box Hallucination Attack =2

eee | public opinion
: E| ake news
Q) » @ecosas » |2|”

A common-sense error

@ jailbreak

e AutoEvaluation in LLMs
- Hallucination Attack

Hallucination dataset \ /

 Hallucination Defense

e Multi-modal Hallucination

—
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