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• Black box
◦ The inner structure of the victim model is unknown

• Hard label
◦ The attacker only has access to the top-1 prediction results

• Semantic preservation
◦ The perturbation needs to preserve the original semantics.
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• Word Importance Ranking
◦ Given a sentence of 𝑛 words 𝑋

𝑋 = {𝑤!, 𝑤", … , 𝑤#}
◦ Use the score 𝐼!! to measure the influence of a word 𝑤" ∈ 𝑋

where
𝑋\%! = 𝑋\{𝑤&} = {𝑤!, … , 𝑤&'!, 𝑤&(!… ,𝑤#}

• Word Transformer
◦ Filter some words with a low importance score 𝐼.
◦ CANDIDATES with 𝑁 closest synonyms words of 𝑤".  Word Embeddings[1]
◦ Semantic similarity checking: Universal Sentence Encoder[2]

𝑋)*+ = 𝑤!, … , 𝑤&'!, 𝑐, 𝑤&(!… ,𝑤# , 𝑐 ∈ 𝐶𝐴𝑁𝐷𝐼𝐷𝐴𝑇𝐸𝑆

[1] Mrksiˇ c, N.; S ´ eaghdha, D. O.; Thomson, B.; Ga ´ siˇ c, M.; Rojas- ´ Barahona, L.; Su, P.-H.; Vandyke, D.; Wen, T.-H.; and Young, S. 2016. 
Counter-fitting word vectors to linguistic constraints. arXiv preprint arXiv:1603.00892.
[2] Cer, D.; Yang, Y.; Kong, S.-y.; Hua, N.; Limtiaco, N.; John, R. S.; Constant, N.; Guajardo-Cespedes, M.; Yuan, S.; Tar, C.; et al. 2018. 
Universal sentence encoder. arXiv preprint arXiv:1803.11175.
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• Word Substitution by PWWS
◦ For each word 𝑤" in 𝑥, we use WordNet[1] to build a synonym set 𝐿".
◦ Find a substitute word 𝑤"∗ from 𝐿" that causes the most significant change in the 

classification probability after replacement.

◦ Calculate the change in classification probability.

[1] https://wordnet.princeton.edu/
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• Replacement Order Strategy
◦ Word saliency[2] refers to the degree of change in the output probability of the 

classifier if a word is set to unknown (out of vocabulary).
◦ Calculate the word saliency 𝑆 𝑥, 𝑤" for all 𝑤" ∈ 𝑥 to obtain a saliency vector 𝑆(𝑥)

◦ Determine the priority of words for replacement.

[1] Jiwei Li, Will Monroe, and Dan Jurafsky. 2016b. Understanding neural networks through representation erasure. CoRR, abs/1612.08220.
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Objective

https://github.com/machinelearning4health/PAT
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• Traditional ML
ü When Easy and Hard Examples Meet Noisy Labels.  (AAAI’24 Under review)
◦ Aleatoric and epistemic uncertainty & Open-set Annotation. (CVPR’22 → TPAMI)
◦ SBN & (Test-time Adaption) TTA & Active Learning & Noisy Labels …

• Data-centric AI
◦ Active Learning for tuning LLMs. (→ IJCAI’24)
◦ How to Generate the Best Prompts for Fine-Tuning. 
◦ ……

• LLMs-Attack
◦ OOD & Hallucination attack. (→ ICLR’24)
◦ Token & Sentence semantics attack. (→ ICLR’24)

• AI Generated Automation (AIGA)
◦ DeMO: Large Decision Model. (……)
◦ Thinking Hierarchy in LLMs. (…….)
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• Semantic Hallucination Attack 

• Stealing Prompt

• Magic Prompt

Can you tell me who was the victor of the America presidential election in the year 2020? 

SYS PROMPT
You are a math assistant, you can ……

USER PROMPT
……

MATH ASSISTANT

Attack

Black-Box

You are a math assistant, you can ……

LLMs

Gea#E#@&&##@VgwadE#@&&##@Vgwad ChatMath

Gea#@&&##@Vgwad#E#@&&##@VgwadE

VgwadE#@&&##@VgwadGea#E#@&&##@

ChatLaw

ChatFinance
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• Black-box Hallucination Attack 

• AutoEvaluation in LLMs

• Hallucination Defense

• Multi-modal Hallucination 
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